finPOWER
CONNECT D B

Secured Signing for finPOWER CONNECT

Contents
Secured SigNINg — OPEN ACCOUNT ....vuueii et e e e e e ettt e e e e e e e ettt rreeeeeeeeattaa e eeaeeeeesssnnnaeaaeeessssnnnnn 2
YV =T I =] 4 T oS 2
Implement Smart Tag Document TEChNOIOZY. ....ccuvvuuiiiei e e 5
S T (o] 0 -] Al - - SO PP PPUPPPPPPPOR P PPPPPPPPPPRS 5
Invitee Access document with Two Factor Authentication SMS Smart Tag........ccccevvvvvviiiiiiieneennn, 5
Invitation sent by SMS Notification Smart Tag ..., 6
AVATe [elo X ®eTaY il g o Yo T Y o= T Al - - 7
ID Check Signature SMart Tag ....cciviiiiiiii 8
RBASON et et e e e et e e e et e s 9
Do TolN 0 aT=T o1l 1 0T o PP PPPPPRS 10
=TI =T 00T o] LS 11
2T Lo T Yo YT e a1 Y= 2= =S 12
SIBNING DUE DAL ...t e e e e e ettt e e e e e e e e tabba s e e e eeeeetassanaeeeeeeaennsnnnns 13
REVIEW BETOIE SIGNMING ..uuvvtviiiiiiiiiiiiiiitiuittuttttuteteeaaeeaaeeseeaeeaeaeseeeeeeeeessasasseessssssssssesssssesssssssassssssnsnnsnnes 14
(S 00 F= Y1 I e Ta 0o L=1 d o T o RS 14

Last Update: June 2018

1|Page


http://www.finpower.com.au/

finPOWER
CONNECTT UBE_?

Secured Signing for finPOWER CONNECT

Secured Signing the one stop Digital Signature solution that integrates with finPOWER
Connect (FPC). It allows you to send loan documents direct from FPC via Secured Signing
to be signed online by invitees (your clients). Once the document has been signed, it will be
saved in FPC. Thanks to this unique integration, it means you can complete the full cycle for
signing documents within one system.

This guide will show you how to setup Secured Signing and FPC to work together.

Secured Signing — Open Account

First you will need to open an account in Secured Signing using this link.
https://www.securedsigning.com/partners/linkaccess/IH7 G28PH968HYN7V/ this link gives
you access to a free 30 days trial including 25 documents for your testing.

After 30 days you will need to upgrade to a paid account and enter your credit card details to
continue using Secured Signing. The common plan for FPC users is Business 1 user Pay as
you Go.

Secured Signing costs $9.95 + GST for 1 user and includes the first 10 documents per
month. Any additional document submitted during the billing monthly cycle are charged at
$1.30 + GST.

You only need only one account in Secured Signing to connect your FPC system to Secured
Signing, this account will serve all FPC users in your organisation.

Please note

When opening your Secured Signing account, use a generic email address. Such as
loan@yourDomain or admin@ YourDomain

When asked to enter first and last name use your company name. For example:
First Name: Your company name
Last Name: Ltd or any alternative you have.

This will ensure any email invitation will sent on behalf of Your Company Name Ltd and
email: loan@yourDomain.

If you want to change the names and or email please contact us to complete.

System Setting
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How to establish the connection between finPower Connect and Secured Signing

finPOWER Cgumg[)

After you've opened a Secured Signing account you need to create a Secured Signing API
Key and Secret Key that need to configure in FPC.

1. How to create a Secured Signing APl Key?

Login to your Secured Signing account -> go to My Account -> My Setting -> API -> Enter
FinPower Connect in the name -> Update API Setting -> Developer Setting

My Settings My Dota MyPlan M ) m Tamplat

A . O My Settings  # Signature Settings  ZBranding A Agp o s ESID Check x @ Domain
-
- B Connected Apps |/
; ‘ 2 @j ‘ + ‘ )
Updats Api Settings Add Api Kay
1
Api Documentation found here
il finPower Connect -
& = - ]o
| API Key
Secret
Ciusth 2 =)
Callback o .
Add Unl n
s [E8

2. Please make sure you have already purchased eSignatre module from FPC and it is
installed in your FPC system.
In FinPower Connect go to Global setting -> eSignature -> Secured Signing. As
above, obtain the Key & Secret Key from Secured Signing.
Also have your Secured Signing login details on hand.
Insert the API Key and the secret key into FPC as shown in the picture below.
Ensure this is in the right place then press initialise. A Secured Signing popup will
show up and you will be asked to enter your Secured Signing login details.
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Secured Signing

|| Settings used by the service.

| General

Global Settings

gURED

¥  Define account details for the Secured Signing service.
| Accounts v Test Made?

Account Applications v Key
| Account Types ¥ SecretKey: (4]
| Auditing b Authentication Details.
| i ' Authentication URL:

Clients v =
Departments = Initialise @::ou needs to be granted. Use Inicislisze to suthenticate access.
| Documents ¥ | Define the service Request URL.
| Document Manager ¥ | Request URL:

l‘.'r:::':r Sapatuce 0- Define the Script used to generate Reports.
| . Adobe Sign Seript: =5
| |8 Securedsigning @ | Options (Sending).
| Elements ¥ Signing Due Days: 2
| Entities v
: E I Parties = Verify connection (Test Mode).
| Messaging v L @

Securities v

Tasks & Workflows v
| Users ¥
| Web ¥

OK Cancel HFpply

3. Once connected click verify to check the connection is working.

In case you have 2 FPC environments, testing and production and you to complete
some testing first, simply tick Test Mode and press initialise. Don'’t forget to
disconnect API first in Secured Signing if you already connected.

To swap between FPC environments and but to keep all in one Secured Signing
account you need to disconnect the API connection from Secured Signing.

How to disconnect APl Connection from Secured Signing?

Go to My Account -> My Settings -> API Settings -> Connected Apps -> select FPC
and press Disconnect This App See |mage below.
My Settings Faroletas ok

.  OMySetings JSignstureSettings Eranding 5 ApiSeings  ENIDCheck  [iMotification @ Demain Authantication
: o
o onted Apps K Developer Settings
ao Secured Signing
Secured Signing Dems - tocued Sgning %l
=
il © x
hy Fepart Upsdate Connection Disconmect This App
G Enabied  Mame Description
o) B =

& Google Drive
mikedrsecuredsigning.com Mike - Movel e w

¥ Drop Box
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Once you disconnect in Secured Signing, go back to FPC to initialise again and verify.
Implement Smart Tag Document Technology

Smart tag is a way you can make the document Secured Signing ready outside of our
system, there are many smart tags types to provide Secured Signing with invitee’s /
signatory’s details such as first and last name and email address, on top of that smart tag
will provide signing order and signature’s features. The smart tag position on the document
is actually the signature placeholder, and the signature will appear on same position on the
signed document as the Smart Tag located. Full Smart Tag guide can be found at
https://ds.securedsigning.com/support/demo-assets/Smart%20Tag%20Guide.pdf

The Smart Tags add to your FPC document template, adding smart tags to your system
documents’ templates done by FPC reseller or FinPower Connect support team. Please
contact them directly.

FPC generates the loan documents with Invitee’s information embedded in the smart tag
and signing process.

This guide will highlight the most common tags Fin Power Connect customers are using and
it will give you an idea how you can implement Secured Signing to meet your signing needs.

Basic Smart Tag

A Smart Tag is just a piece of text in your document in the following format.
[!Sign.1.F,FirstName,LastName,Email]

e 1 The signing order. Use 1 for all Smart Tags for a non-sequential signing process. If
setting a sequential signing order, all tags for the same person must have the same
number.

o F Use the person’s full signature

e | Use the person’s initials

The above smart tag will tell Secured Signing who to invite to sign and what type of
signature, full or initials signatures.

Invitee Access document with Two Factor Authentication SMS

To increase the document security access add a code to be sent out by SMS. Invitee will
receive email invitation once, click on the email invitation link a document access code will
send by SMS to invitee’s mobile phone.

Activate this function. Login to your Secured Signing Account go to -> My Account - > My
Setting
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- Secured Signing Cloud Storage
My Documents W
- Preferred Cloud Storage © o ®
Admin Users
Video Confirmation ©
Face2Face Signing oFF @
My Account
ification @ oFF @
Send SMS Notification
[
My Invitations WeSign Process
il Invitee Authentication Type SMs - .
Buy SMS Credits
My Reports
Invitee Allows Decline OFF @
G Invitee Allows Reroute ) © Buy SMS Credits
Logout

Additional Notification OFF @

Enable Invitee authentication Type SMS and press at the top update my setting to save
changes.

Then you need to buy SMS credit, 100 SMS credits at $15.00 + gst

o B2 futa Teplp

The smart tag in the document will look like
[!Sign.1.F.SMS,FirstName,LastName,Email,+64,041 2345678]

SMS - Requires the signer to enter a code sent to the mobile phone number provided to be
able to access and sign the document

Invitation sent by SMS Notification

Some invitee’s don’t know how to configure email in their phone, and also to create such
urgency we can send a short link by SMS to access signing process, all from SMS and
mobile phone. Secured Signing allows sending invention’s link to signing online by SMS
direct to invitee’s mobile phone, as additional to email invitation link.

First you need to enable SMS notification in My Account -> My Setting. Please be sure you
have SMS credit if not buy SMS credit, auto top up setting is recommended to avoid SMS
sending issue.
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Seecured Signing Cloud Storage
Preferred Cloud Storage e OFf @
Video Confirmation @
Face2Face Signing OFF @

[ Send SMS Notification © ]

WeSign Process

Invitee Authentication Type SMs

Buy SMS Credits

Invitee Allows Decline OFF @

Invitee Allows Reroute oFF @ @ Buy SMS Credits

Additional Notification OFF @

Recipients SMS Auto TopUp @

Add TextLink to the smart tag
See below example:
[!Sign.1.TextLink,FirstName,LastName,EmailAddress,61,0123456789]

When using TextLink in smart tag, the mobile country and mobile number is required.

Video Confirmation Smart Tag

Secured Signing's video confirmation of the identity of the signer complements the inherent
authenticity and reliability of PKI digital signatures, to provide unchallengeable proof of who
signed the document. The video recording captures the signer performing gestures specific
to the document and recorded in the document log. The location and password for the
confirmation video are contained in the signed document. The tamper proof mechanism of
the digital signature ensures the video confirmation details cannot be altered without
invalidating the signature.

For more information visit https://www.securedsigning.com/products/we-sign#video

Please be sure in My Account -> My Setting in your secured signing account it is on

Sgcured Signing Cloud Storage

Preferred Cloud Storage i OFF @
Video Confirmation o
Face2Face Signing OFF @
Send SMS Notification © oFF @

The smart tag will look like
[!Sign.1.F.V,FirstName,LastName,Email]

V- Add Video Confirmation to signing process
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ID Check Signature Smart Tag

To be sure who is signing holding the right ID check you can use this function, it’s not
replacing the AML requirements, just increasing signee’s identity.

The following variation of the Signature Smart Tag incorporates an ID Check for NZ Driver
License, NZ Passport and NZ RealMe verified account into the signing process.

The ID Check process can include data matching verification using the signer’'s date of birth,
driver’s license number or passport number. During the ID check signing process, the data
supplied in the Smart Tag is compared to the results of the government data returned from
the ID check process. IF there is a match, the signing process will proceed. If the data does
not match, the signing process will be terminated.

To enable ID check login to your secured sighing account and do the following, first you
have to but credit.

My Settings ot MyFan M m@ ail Tomeat

@

O My Settings  # Signature Settings  SZBranding  F Api Settings [iNotification @ Domain Authentic. ation

o Enable/Dinable ID Check My Credt: $0

Buy ID Check Credit

=]
&
=

il
=
m

1D Check Provider List

The following format is used for a Sighature Smart Tag with ID Check.
[!Sign.1.F.IDCHECK.Type,FirstName,LastName,EmailAddress,DataMatch]

If the type is not specified, the signer may select any of the ID check services available in
Secured Signing. It is also possible to mandate the use of a specific ID check service for the
signature process.

Specify ID Check type for invitee
RM Real Me NZDL NZ Driver License NZPASS NZ Passport

For example, the following ID Check Signature Smart Tag will require the signer to verify
their identity using the RealMe service.

[!Sign.1.F.IDCHECK.RM,FirstName,LastName,EmailAddress]
Data Matching

Specifying a data match type and the data to match will include verification of the data within
the signing process. Where the data returned form the ID check process matches the data in
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the Smart tag, the signing process will proceed. If the data does not match, the signing
process will be terminated.
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The matching data available are:

DOB Date of Birth e.g. DOB=DD/MM/YYY
DLN Drive License Number
PASSNU Passport Number

For example, the following ID Check Signature Smart Tag with data match will ask the signer
to verify their identity with the NZ Driver License service and match the date of birth on
record with the date of birth supplied.

[!Sign.1.F.IDCHECK.NZDL,FirstName,LastName,EmailAddress,DOB=DD/MM/YYYY]

Reason

For some legal requirements a specific reason should be added to signature field. The
reason represents the signee’s intent to sign.

Setup your reason in my Account - > My Setting -> Signature setting

M).r Settings My Deta MyPlan My iling m Email Template My Signature Template

e O My Settings | # Signature Seet 9 MBranding A ApiSettings  FID Check 1L i & Domain
a2
-
Admin Uy Signature Properties
o o Signature Typs ¥ @ Full Initinls
My Account Signaturs Capture Format @ @ e signature Scanned Signature
& Defautt foatures @ [ ostermime [ Hame
B e e Job Title Reason
il
& Save as Default

Reason

Is Default Reason

Click on the + to add your legal signing reason, and tick the box is default, then invitee
always signed with this reason function in the smart tag just add reason.

[!Sign.1.F.REASON,FirstName,LastName,Email]
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REASON- Invitee will enter the signatures intent, the reason for his signature should be type
or selected during the signing process, and it can be any text, that become part of the
signature.
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Document Library

Sometimes you want to send some marketing flyers, policies, or guideline with email
invitation as attachment.

Secured Signing provides document library function. These documents are attached to email
invitation as PDF file and has no extra cost.

Manage documents library in My Account -> My setting or for Enterprise Account login to
Enterprise Admin Portal Settings -> Documents Library.

= newipEIng
My Documents
Additional Completion OFF @
(] Recipients
&h P
AT T Document Library Manage Document Library
¢ (Attachments)
My Account Upload From PC OFF @
(Attachments)
N
My Invitations Review Before Signing OFF @
ail Document Negotiation, OFF @

Each document in the library has a document number to identify the document in the library,
this number can be up to 9 digits, and category.

Category is the way you group documents, attaching a category in the smart tag, all
documents in the category will be attached to email invitation.

Smart Tag & Form Direct Document Library

Upload New File Search:
File Name File Type Number Category Last Modified On »
2 Secured Signing .
PDF 214 Market 12/05/2018 19:27:39 &
a Financial Flyer arketing 105/ m
Showing 1 to 1 of 1 entries < >

Attach specific document or multiple documents
[!Sign.1.A=211,FirstName,LastName,email]

This smart tag instructs to attach document number 211 from documents library.
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['Sign.1.A=211&212 FirstName,LastName,email]
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This smart tag instructs to attach document number 211 and 212 from document library.
Attach document category — group of documents
[!Sign.1.AC=Marketing,FirstName,LastName,email]

Attach to email invitation all documents in marketing category
[!Sign.1.AC=Internal_policies,FirstName,LastName,email]

Attach to email invitation all documents in internal policy category. If the category name has
more than one word use underscore between the words. Be sure that the category names in
document libraries contains no underscore, dot or equals symbol, otherwise it would never
match with smart tags.

Email Templates

Secured Signing provides email template for invitation and completion. In each templet you
can add your instructions and marketing message. Use a short email

How the setup email templet, login to Secured Signing account go to ->My Account -> My
Template and build your template.

Email Templates m iy Sk Tamplais
] (2]
== E Dw e

& Evead Subjoct @

Templase Type

B.-,-L-zmz,i;,.«u.ocm

'.-’.\d.d;\.:_o._ text

e Email Branding

To make the email invitations, reminders, and completion with your company logo please
add email branding.

11|Page


http://www.finpower.com.au/

M).- Seﬂingg My Datals My Plan My i!.ll-m My Emnsdl Templates My Sagnature Temsplates

finPOWER c‘,ngRED@

My Dodmusnts O My Settings  # Signature Settings  EEfranding  FApiSettingt EiIDCheck [ @ Domain
& WeSign Branding Email Branding
Admn ey
+0 ERE B Email Branding
My Account Customize your WeSign branding Cus
Enable/Disable Wesign Branding 0" ® Enabie/Disable Email Branding &) o
My itations
[snl
fropmee
Logout

Add your Logo in this process and change the name in email signature to your company
name or any alternative.

Email Branding

X Browse to your logo image file then click "Upload'.

Add Logo o Upload Logo
&

Setup

Q

Preview

Preview Image

[You don't have Logo upload yet, please add it before
going next step!)

Branding Signing page

To personalise the signing experience you can add your company logo to the signing page.

My SE’tﬁl"lgS MyDstads  MyPlan My n.n-nqm My Email Tempiatas Wy Signaturs Templater

OMySettings  # Signature Settings  SSErandiy S ApiSettings  EID Check  LLNoti @ Domain

My Documents

= WesSign Branding Email Branding

ﬁn ign nding

Ny Account C ur WeSign brandmng

My Imatatians

st

Wy Reparts

B fmail Branding

Custo ur brandng

Enable/Disabie WeSign Branding & _on ) ° Enable/Disable Emall Branding @ o)

Upload your Logo in this process
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WeSign Branding

Browse to your logo image file then click 'Upload'.

X Upload Logo

Preview Image

(You don't have Logo upload yet!)

Website Address: ‘

Signing Due Date

You can setup signing due date in FPC and in Secured Signing. Best to sync between both
system.

In My Account My Setting set due date to time will work for your customer.

My Settings My Details My Plan My B\\Imm My Email Templates My Signature Templates

]
M EsErrS £ My Settings ~ # Signature Settings ~ 38Branding  ,fApi Settings  =JID Check [\ Notification @ Domain Authentication
]
-
5
Admin Users H o
o) Update My Settings
My Accouil
Signature Date Format 29 May, 2018 -
[
T Maximum Signing Due Date 3 Week - o
Wil ~
Default Due Date 7 days

Mv Reports

In FPC set the signing due days to 7 as well otherwise it will set every signing process to
expire on the number of days you set in FPC.

[) Genera - — Deﬁ.ne the Script used 1o generate Reports. -
Bl Adobe Sign Seript 5|
|8 Securedsigning @) | options (sending).

Elements ¥ | Ssigning Due Days: 20

Entities v

External Parties = Verify connection (Test Mode).

Secured Signing will send email reminders to invitees from sending date to signing due date.
The default is 2 email reminders.

Once due date expired you can extend it from Secured Signing in Progress. You have 7
days to do that. once expired the document can't be sign and will remove from Secured
Signing 7 days after the expiry date.

13| Page


http://www.finpower.com.au/

finPOWER
CONNECT

Review Before Signing

You can add another step to signing process, review by invitee before signing. you aslo can

setup minimum time invitee needs to be in review before signing page.

Document Library (Attachments) OFF @

Upload From PC (Attachments) OFF @

Review Before Signing
Document Negotiation OFF @

(0 credits remaining)

You can setup the time from no wait up to 5 minutes. This action will be added to document

log / audit log.

Email Completion sends to parties

Once signing process has completed all parties will receive email notification with signed

document as attached.

However you can setup who will receive the email or the attachment, in My Account — My

Setting -> Notification set the scenario that will work for your company.

My Settings o m i
i poe [ T | oo
&
=g
= =
.l Tralyle wmail compleon netfiaton [ ]
iy Fapact mabiia Daswrdnsd Link tae Signss Dacoment -e
&
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